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➢ The Problem

➢ Evidence from surveys

➢ Relevance in Financial Sector

➢ Global Policy Response

➢ The FATF Digital ID Guidance Note

➢ International Experience

2



3

The Identification Gap The Verification Gap Exclusion

By 2030, provide legal
identity for all, including birth
registration
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2017 Global Financial Inclusion and Consumer Protection Survey
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Recomendaciones

GAFI en DDC

Account
opening

Customer 
Due Diligence 

– KYC*

Account 
access

Periodic 
Revalidation

Product specific 
event 

Customer required to provide

documents to proof identity

Financial service provider has to 

verify documents provided by the 

client against a trusted and 

independent source (R10)

To enable access transaction accounts, 

some form of authentication  is agreed 

between provider and customer:

Password, PIN, Hardware Token etc.

Repeating CDD periodically –

Varies based on product and 

jurisdiction – from annual to every 5 

years

Depending on product and jurisdiction,

Specific events like reissuance of online

banking password or returning mortgage

documents, require revalidating ID 

verification.  

*FATF 

guidelines 

dictate CDD 

process

VERIFICATION VERIFICATION 

AUTHENTICATIONAUTHENTICATIONVERIFICATION VERIFICATION 

VERIFICATION AND 

AUTHENTICATION 

VERIFICATION AND 

AUTHENTICATION 

DECLARATIONDECLARATION





8



9

7. Monitor new technologies and enable cooperation at domestic and international level

6. Foster services provided by the Private Sector

5. Clear Accountability of Participants

4. Develop authentication model that allows for consumer protection

3. Develop an Oversight Model for all participants

2. Regulatory Framework to capture the challenges of Digital ID 

1 Integrated Framework with the National ID System
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• Financial institutions 
should be prohibited from 
keeping anonymous 
accounts or accounts in 
obviously fictitious names

• Fis should conduct CDD 
under the following
circumstances

• (i) Onboarding of new 
clients; 

• (ii) Occasional 
transactions above 
15,000 USD-Euros; or (ii) 
Electronic Transfers 
based on R16; 

• (iii) Suspicious illegal 
activity of ML or TF; or 

• (iv) When the FI has 
doubts about the veracity 
and reliability of the 
clients’ data 
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• Identify the client 
and the ultimate 
beneficiary using 
data, documents 
and reliable 
information from 
independent 
sources.

• Ultimate 
Beneficiary and 
Client

• CDD must be done 
with an risk based 
approach (RBA)
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• Framework for 
adequacy of 
Digital ID 
Systems to R10

• Currently under 
consultation until 
November 29. 
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CDD Requirements Key Components of Digital ID

Identification/Verification R.10(a) Identity Proofing- Who are you?  Step 

1 Obtain identifiers and ID evidence for 

those attributes. Step 2 Validate. Step 3-

Verify ID evidence Step 4- Resolve 

Identity Proofed person 

Binding- Issue credentials or 

authenticators linking the person in 

possession of the credentials to the on-

boarded customer/account

Authentication- Are you the identified 

person? Who you claim to be? This 

applies if the regulated entity is 

conducting identification of a pre-

existing ID system



ANALOGUE IDENTITY

Identity – Set of phisical and context
atributes that allow to differentiate one
person from another. 

Legal Identity/Official Identity-
Set of characteristics of a person that are 
recognized by the government (through a 
CRVS of National ID system) as key
atributes to differentiate one person from
another and enables the person to Access 
rights and meet obligations. 

DIGITAL IDENTITY

Official Identity as the specification of a 
unique natural person that:

(i) is based on characteristics that are unique 
to one individual and context 

(ii) Recognized by the State of regulatory 
authorities for oficial purposes

(iii)  Which can be created electronically or 
documentary but binding, authentication 
credentialing and portability is don 
eelectronically.  (APIs, Databases, biometrics) 

In the context of e-signatures it is also necessary 
to validate the identity of the individual who signed 
the document.

Identitas identitatis (=to be) vs Identification (=be recognized) 
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Vulnerabilities of some 
authentication factors used

• Credential stuffing, phishing, PIN 
code capture and replay, forged 
logging attacks 

Vulnerabilities of some 
authentication factors used

• Credential stuffing, phishing, PIN 
code capture and replay, forged 
logging attacks 

Consider potential exclusion 
aspects

• Lack of biometrics, or specific 
groups that facial recognition 
might encounter failures  

• Allow for alternatives

Consider potential exclusion 
aspects

• Lack of biometrics, or specific 
groups that facial recognition 
might encounter failures  

• Allow for alternatives

Authentication is responsibility of the regulated entity

• MFA

• SCA under RTS of the  PSD2 (Strong Customer 
Authentication)

Authentication is responsibility of the regulated entity

• MFA

• SCA under RTS of the  PSD2 (Strong Customer 
Authentication)

Reduce Risk 

of Fraud

Reduce Risk 

of Fraud
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➢ Develop clear guidelines or regulations allowing the 

appropriate, risk-based use of reliable, independent digital 

ID systems by regulated entities for AML/CFT purposes. 

➢ Assess whether existing regulations and guidance on CDD 

accommodate digital ID systems.

➢ Adopt principles or outcomes-based criteria when 

establishing the required attributes, identity evidence and 

processes for proving official identity for the purposes of 

CDD

➢ Foster an efficient, integrated approach to digital ID through 

adequate supervisory tools.

➢ Encourage a flexible, risk-based approach to using digital 

ID systems for CDD that supports financial inclusion. 

Guidance for Tiered CDD
16



➢ Assess risks and develop a framework to effectively 

address such risks. Assessment and mitigating measures 

might involve coordination with all the stakeholders in the 

ID ecosystem. 

➢ Consider a certification or auditing framework or by 

approving expert bodies to perform such role. 

➢ Government authorities providing Digital ID should also be 

transparent regarding their assurance framework.
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➢ Take an informed risk-based approach to relying on digital 

ID systems for CDD that includes: 

a. understanding the digital ID system’s assurance level/s, particularly 

for identity proofing and authentication, and

b. ensuring that the assurance level/s are appropriate for the ML/TF 

risks associated with the customer, product, jurisdiction, geographic 

reach.

➢ Consider whether digital ID systems with lower assurance 

levels may be appropriate for simplified due diligence in 

cases of low ML/TF risk.

➢ Non face-to-face customer identification is considered high 

risk by default. Under a robust Assurance framework it 

might be standard and even low risk.
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➢ Understand the AML/CFT requirements for CDD 

(particularly customer identification/verification and ongoing 

due diligence) and other related regulations, including 

requirements for regulated entities for record keeping.

➢ Seek assurance testing and certification by the government 

or an approved expert body, or where these are not 

available, another internationally reputable expert body.

➢ Provide transparent information to AML/CFT regulated 

entities about the digital ID system’s assurance levels for 

identity proofing, authentication, and, where applicable, 

federation/interoperability.
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Digital ID can serve also to 

establish e-KYC registries or CDD 

utilities
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Source: Promotional video of the BAP ID Registry
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Source: DBS website (https://www.dbs.com.sg/personal/deposits/bank-with-
ease/dbs-myinfo)

Source: MyInfo Developer Portal (https://myinfo-api.app.gov.sg/dev/landing ).

https://www.dbs.com.sg/personal/deposits/bank-with-ease/dbs-myinfo
https://myinfo-api.app.gov.sg/dev/landing
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Clients

Send 

required 

information

Send daily reports with 

data to uniquely identify 

the sender.

Mexican banks

Transactional

Database

Centralized Databases

KYC

Database

Send or update 

required information

Provide aggregate 

statistics about their 

clients’ operation

Instruct cross-

border 

transactions

National Authorities

Authorities have access to the 

databases’ contents

Validation 

processes

The transactional 

database categorizes 

clients based in their 

transactional level and 

generates other inputs 

for the KYC database 

Includes client identification, operational 

category, and other KYC information



➢ https://www.gpfi.org/publications/g20-digital-identity-onboarding

➢ FATF (2013-2017), Anti-money laundering and terrorist financing 

measures and financial inclusion - With a supplement on customer due 

diligence, FATF, Paris www.fatf-

gafi.org/publications/financialinclusion/documents/financial-inclusion-

cdd-2017.html

➢ World Bank (2018), Private sector economic impacts from identification systems, 

http://documents.worldbank.org/curated/en/219201522848336907/Private-

Sector-Economic-Impacts-from-Identification-Systems.pdf

➢ https://www.fatf-

gafi.org/publications/fatfrecommendations/documents/consultation-digital-id-

guidance.html

➢ Forthcoming FIGI toolkit on Digital ID (The World Bank)
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https://www.gpfi.org/publications/g20-digital-identity-onboarding
http://www.fatf-gafi.org/publications/financialinclusion/documents/financial-inclusion-cdd-2017.html
http://documents.worldbank.org/curated/en/219201522848336907/Private-Sector-Economic-Impacts-from-Identification-Systems.pdf
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/consultation-digital-id-guidance.html


28



29

Fredes Montes

Senior Financial Sector Specialist

fmontes@worldbank.org

+1 202907644


